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A minimum set of restrictions and requirements that preserve quality, security and privacy, and that are not 
unnecessarily burdensome, could be developed. 

• Primary app stores could impose contractual requirements on alternative app stores:

o Requiring compliance: adopting security policies and review processes, providing security reports

o Enforcing remedies: ultimately, alternative app stores could be “taken down” if a threat is identified 
and not addressed by the alternative app store

• Operators could apply the same approach to alternative app stores as is currently taken in their developer 
programs.

• Operators could approve trusted partners (e.g. Microsoft, EA Play, Ubisoft) to certify and distribute app 
stores and apps. 

• Operators could “containerize” apps so that they only have access to those parts of the device that are 
exposed to their container.

• Adopt the “notarization” model used in some desktop OS, where security measures are imposed by the 
operating system rather than the app store.

• Promote the adoption and verification of good software development practices.
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